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1. Obwme cBepgeHun

CepBep AocTyna SABNASIETCA OTAENbHbIM Moay/eM cepBepa cuctembl QUIK, obcnyxmneatowmm
onpeaeneHHyo rpynny noAK/AUYEHHbIX Nonb3oBaTenen. OH NnpeaHa3Ha4vyeH Ans coKpalleHus
ceTeBOro Tpadmka Mmexay cepBepoM 6poOKepCKON CUCTEMbI U FPYNMNON MONb30BaTeNeN MHTEPHET-
TpenanHra, a Takxe ANns CHMXEHUS Harpy3ku Ha oCHOBHOM cepep cuctembl QUIK.

CepBep AoCcTyna pekoMeHAYyeTCs AN UCNob30BaHMs 6pokepam n cybbpokepaM, MMEKLWMM YUCTO
OAHOBPEMEHHbIX NOAKMOYEHNN KINEHTCKNX TepMuHanos 6onee 300. OCHOBHOe Ha3HayeHne
CepBepa goctyna — MyJabTUMNIMKATOP U CHMXeHWe Harpy3kmn Ha cepsep QUIK.

YnaneHHbli
odmc,
AWNHMHroBbIA 3an

BPOKEP

KnueHnt

WHTEPHET Knnent

Cepsep QUIK TCP/IP

Knuent

1. be3 npumMeHeHuns CepsBepa AocTyna Tpadunk NponopumnmoHaneH Konmyectsy paboumx mMecr
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2. C cepBepoM gocTyna CyMMapHbIi TpapuK HEHAMHOIO MPEBbIWAET BENYMHY 419 O4HOro
TEPMUHaNa.
1.1 NMpuHumn aBTOpM3aumm nonb3oBartens 6e3 Cepsepa
AocTyna

[Ans ycTaHOBMEHUS ABYXCTOPOHHEN 3aCEKPEUYEHHOM CBA3M C MOMOLLbI OTKPbITOFO M 3aKpbITOro
Kntoua TpebyeTcsa aABa Habopa knatoden (noa oAHUM HabopoM NMOHMMaeTcs NybnYHas N ceKpeTHas
4yacTu OAHOrO Kikua).

Y Kax/[10M CTOPOHbI €CTb Ny6AMUYHas 4YacTb Ko4a ApYyroi cTopoHbl. My6nndHas 4yacTb Ko4da
npeaHasHavyeHa ans wndpoBaHUs AaHHbIX.

CropoHa 1 CropoHa 2
secl pub1l
pub2 sec2

PaclwindpoBaTb 3TN AaHHbIE MOXHO TO/IbKO CEKPETHOM YacCTbio KJto4a, KOTopas HaxoAuTCs Ha Apyron
cTopoHe. Takmm obpa3oM, 4Tobbl CTOpoHa 1 cMorna NpuHATb 3awndpoBaHHbIE AaHHbIE OT
CTopoHbI 2, Heo6X0ANMO, YTOObI 3TU AaHHbIe 6blKn 3aWwmndpoBaHbl Ny6INMYHON YacTbo 1 Ko4a,
CeKpeTHas 4yaCTb KOTOPOro HaxoAMTCs TONbKO Yy CTOpOHbI 1.

1.2 NMpuHUMN aBTOpM3aL MK NOoJsib30oBaTesifa Yepes
CepBep gocrtyna

CropoHa 1 CropoHa 2 CropoHa 3 CropoHa 4
secl publ pub4 sec4
- KoHeuHbI
OCHOBHOM Cepeep nonL30BaTens
cepeep aocTtyna
pub2 sec2 sec3 pub3

B paboTe cBsA3kn «OcHoBHOM cepBep — CepBep AocTyna — KOHEeYHbIN nosib30oBaTeNb» y4acTBYIOT
yeTblpe Habopa K4en:

Ha6op knrouen Ha3HaueHue
Kno4 0OCHOBHOro cepBepa Knto4 oCHOBHOIo cepBepa And nogkKnt4eHna KJIMEHTOB.
(secl, publ) CekpeTHas 4yacTb 3TOro K/toya XpaHUTCH Ha cepBepe.

My6nnyHasa 4YacTb pa3flaeTcsl BCEM MOJSIb30BATENAM, KOTOpbIE
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6yayT 3axo4uTb Ha OCHOBHOM CepBep, B TOM 4YuCie 1
CepBepy aoctyna

Kntou CepBepa gocTyna 415 OCHOBHOMO Kntou CepBepa goctyna 4ss cOeANHEHUS C OCHOBHbIM

cepsepa cepBepoM. MNybnmyHasa 4yacTb 3TOro K/4a perncTtpupyeTcs

(sec2, pub2) Ha OCHOBHOM cepBepe

Kntou CepBepa gocrtyna 45 KJIMeHTOB Kntou CepBepa goctyna 4n5 NOAKIIYEHNS KIneHToB. BmecTto

(sec3, pub3) 3TOro Kjto4a MOXeT ncnonb3oBaTbcs Knroy ocCHOBHOro
cepBepa

Knto4y knneHTa My6nuyHasa yacTb kntoya (pub4) XpaHUTCA Ha OCHOBHOM

(sec4, pub4) cepsepe. KnuneHTbl, nogknovatowmecs Kk Cepsepy AocTyna,
aBTOpPU3YHOTCSA Ha OCHOBHOM cepBepe HapaBHe ¢ CepBepoM
Aoctyna

Kniou CepBepa focTyna Aonsi OCHOBHOIO cepBepa MNCMNOoJb3yeTcs TOT Xe, UTO U Npu
NOAKOYEHNN 06bIYHOIO KnneHTckoro TepmmHana QUIK k cepeepy QUIK. My6nnyHyto 4actb 3TOro
Kntoya HeobxoamMo 3apeructpupoBaTtb B nporpamMmme QUIK Administrator gns nonb3oBatens, nog
MMeHeM KoToporo 6yaet 3axoautb CepBep AOCTyna Ha OCHOBHOWM cepBep. B nporpamme QUIK
Administrator B cnpaBouHuke «lonb3oBaTeIn» B OKHE peAaKTUpPOBaHUSA Ha Bkagke «O6uwume
npasa» Heo6xoAMMO YCTaHOBUTb Npu3Hak «Cepeep AOCTyna».

B nporpamme QUIK Administrator B cnpaBo4yHuKe «YnpaBneHue ceppepamm» (MeHio CepBep
QUIK/YnpaBneHue cepsepaMm) Heobxoanmo obaBuUTb Nonb3oBaTens, noa MMEHEM KOTOPOro
nponcxoamT nogkntodeHne Cepeepa goctyna (HeobxoanMo An8 NOAKAOYEHUS NPOrpaMMbl
QMonitor k cepBepy goctyna).

2. NoparortoBka K yctaHoBKe CepBepa
aocrtyna

Mpun bopMupoBaHUM KnoUYen nporpaMmon «KeyGen.exe» nx HauMeHoOBaHUSA AOSXHbl 6bITb
YHUKANbHbI.

MprMMep HEKOPPEKTHbIX K/O4en:

Vmsa kioda <Kmou CepBepa mocTyna IOy OCHOBHOTO cepBepa>= «SubServer»

VMma wioda <Kgou CepeBepa IOOCTyla O KIMEHTOB>= «Sub»

Owwunbka B AaHHOM npunMmepe 3akKn4daeTcd B TOM, 4UTO HAUMEHOBaAHUA oboux knoyen coaepxart
cnoBo «Sub». Ecnn Y KJIMEHTOB B HaCTpOVIKaX coeanHeHus B none «Knw4y cepsepa» HanncaHo
«Sub», cucrema He cMoxeT onpeaenntb, Ha KaKOW KJ/1l0Y CCbl1aeTcsl 3TO coeanHeHue.
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[AocTynHa cxeMa noakKouYeHUs knmeHToB K CepBepy aocTtyna depes OpenSSL.
MoppobHee cM. B n. 4.

Knrou CepBepa gocrtyna ana kaveHTa = Knwo4y ocCHOBHOro cepsepa. Ecnn Heobxoanmo
obecneunTb BO3MOXHOCTb KJIMEHTAM MoAKouaTbcss Ha CepBep A0CTYyNa C TeM Xe NMy6nnUYHbIM
KJ1I04OM, YTO U Ha OCHOBHOW cepBep, TO Nepes yCTaHOBKOM nporpaMmbl «CepBep AoCTyna»
HeobxoAMMO:

1. lMpoBepuTb Hannuune cneayowmx ¢aiinoB B KOPHEBOW Nanke OCHOBHOIO CepBepa:

secrserv.txk — dalin, KoTopblii COAEPKNT CEKPETHYIO YacCTb K/H0Ya OCHOBHOMO
cepBepa M Naposib K 3TOMY KJIouy.

quik.ini - dain, koTopbih cogepxuTt naponb (cekumsa [usend_module]/none
«password»).

2. Co3gaTtb Knrou CepBepa goctyna Asis OCHOBHOIO cepBepa C nomoLlubto lNMporpammel ans
co3aaHusa un ynpasneHus kntodamm (KeyGen).

B cdaitnie ny61MUHbIX KJIIOUEN KJIMEHTA, AO/IKEH coAep)XaTbCA TOT e Knrou
OCHOBHOIO cepBepa, YTo U B (paisie ny6nnuHbIX Ktouein «CepBepa aocTtyna.

Cxema paboTbl:

OcHOBHOMW cepBep Cepeep gocryna KnueHt
secrserv.txk ooy Ppubring.txk pubring.txk
Kntow ocHoBHOro cepeepa Kntow ocHoBHOro cepeepa

Kniou ocHoBHOro cepeepa

Bbaza pgaHHbIX secring.txk
3aperMcTpMpoBaHHbIX Knioy ocHoBHOro cepeepa secring.txk
Kniou Cepeepa goctyna Kntoy knueHTa

Ny6AHUYHBIX KNOYeH
N e ANs OCHOBHOrO CepBepa
Kniou Cepeepa goctyna

ANA OCHOBHOrO Cepeepa

Knioy knueHTa

4
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3. YcTaHOBKa U HacTpouka CepBepa

3.

1.

AocTyna

1 YcraHoBka CepBepa gocrtyna Ha OC Windows

CKOMUpynTe CEKPETHYHO YacTb KJltoua OCHOBHOIo cepBepa (06blyHO 3TO dann secrserv.txk
B nanke ocHoBHoro cepsepa QUIK) B dann secrserv.txk B nanke CepBepa gocryna
(Heobxo0aAMMO CKOMMPOBAaTb MOMHOCTbIO Al UM TEKCT KJto4Ya TEKCTOBbLIM peaaKTopoM).

C nomoubto MporpaMMbl ANs CO3AaHMS U ynpaBneHus knodamu (KeyGen) creHepupyiite
HOBbIW K/OY AN TEXHONOrMYeckoro nosib3oBaTtensa Cepeepa AocTyna.

3aperncTpmpymnTte TeEXHONOrMYeckKoro nosab3osartensa Cepeepa gocryna B nporpamme QUIK
Administrator:

BHecuTe nonb3oBaTens B cnpaBO4YHUK «[lonb3oBaTtenn»;

Ha Bknagke «Obwme npaBa» BkAUnTe Gnaxok «CepBep AoCTyna»;

lMpuceBonTe eMy CO34aHHbIe KAK4YKM AOCTyna.

MoapobHee cM. PykoBoacTBO No agMuHuctpuposaHmtio QUIK Administrator n. 2.3.2.
M3 ¢anna secring.txk ¢ HOBbIM K/lOWOM AobaBbTe B pann secrserv.txk cekpeTHyr vacTb

K/lo4a TexHosornyeckoro nonb3osatenst Cepsepa goctyna. Ha CepBepe aoctyna B
secrserv.txk fonXHO 6bITb ABe cekuun: «oT CepBepa AOCTyNa» M «OT OCHOBHOIO CepBepa».

CkonupynTe pubring.txk HoBoro kntoua B nanky CepBepa gocrtyna. Yéeamrecb, 4To
B pubring.txk ectb 06e cekumn: «oT CepBepa AOCTyMNa» U «OT OCHOBHOIO CepBepa.

MpoBepbTe, UTO B hanne qrypto.cfg CepBepa AocCTyna yKasaHbl cneaytowme napameTpb:

SECRING=secrserv.txk
PUBRING=quik.dwq

[auth]
look=grypto.cfg,db look
look=qgrypto.cfg, locke look

[db_ look]
do=_ QXKey
use=dwgx.dll

[locke look]

do= QOXKeyTX
use=dwgx.dll
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locke=pubring.txk

7. CoxpaHute ny6nunuHyto 4acTb katoda Cepsepa gocTyna Ans nepenayn knmeHtam (ny6anuHas
yacTb KJtoUa UCMoNb3yeTca ANA NoAKIoYeHUs KnmeHToB K CepBepy AocTyna).

8. Hactponte dann quik.ini Cepsepa gocrtyna.

B cekumu [system] 3apannte HaMMeHOBaHUE CyXObl:

[system]
service=QuikDwellSubServer

service-desc=QUIK dwell sub server #1

B cekumn [ctl_module] ykaxute nopT ansa nogkntodeHuns MNporpamMmmbl QMonitor
k CepBepy A0CTyna, HaMMeHOBaHMe KJlo4a OCHOBHOIO CepBepa M naposb 3TOro
K/tova. 3HaYeHns «name» n «password» MOXHO CKonmposaTtb U3 danna quik.ini
OCHOBHOrO cepBepa.

[ctl module]
module=dwwgctl.dll
port=15121
name=proker

password=

B cekumm [usend_module] ykaxute CUCTEMHOE MMS, NOPT A1 NOAK/IIOYEHUS
nonb3oBaTenern k Cepsepy A0CTyNna, HAMMEHOBaHUE KJIK0Ya OCHOBHOIO cepBepa

W Naposib 3TOro K/toya. 3HadeHUss «kname» 1 «password» MOXXHO CKONMUpoBaTb U3
danna quik.ini ocHoBHOro cepsepa.

[usend module]

module=dwsend.dll

sysname=lHdopMalMOHHO-TOproBasa cucrteMa QUIK "broker"
name=pbroker

password=

port=15101

I B nosie «name>» ykKa3biBaeTCc HaMMeHOBaHM1e KJ/1Ilo4Ua OCHOBHOIO cepBepa.
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_ B cekunm [dwell_module] ykaxunte IP-agpec n nopt gnsa nogkniodeHust Cepeepa
A0CTyna K ocHoBHOMY cepBepy QUIK, HanmeHoBaHMe 1 Naposib HOBOro Kito4a Ans
noAK/AK4YeHns nosb3oBartenen. B napameTpe «auth_name» 3agante HaMMeHOBaHMe
KJIl04a OCHOBHOrO CepBepa.

[dwell module]
module=dtwcli.dll
address=192.168.1.1
port=15100

auth name=broker
name=brokerSD

password=

9. YcrtaHoBute cnyxby CepBepa A0OCTyna, UCMOb3ys KOMaHAy:

quik.exe -install

10.HacTpoiTe pacnucaHne exenHeEBHOro 3arnycka n octaHoBkn Cepsepa gocrtyna. O6bI4HO
pacnucaHue coBnagaeT C pacnMcaHMeM OCHOBHOIO cepBepa.

11.3aperncrtpmpyinTte Ha ocHoBHOM cepBepe QUIK (c momowbto nporpammbl QUIK Administrator)
TexHonorn4yeckoro nonb3osatens Cepsepa goctyna. [1s 3TOro nosb3oBaTesnsd B OKHe
pefakTUpoBaHMs Ha Bknaake «Obwme npaBa» ycrtaHoBuTe dnaxok «CepBep AoCTyna»,
a Ha Bknagke «[paBa no knaccam» BblbepuTe WabnoH NpaB «MeHenXxep» Mo BCEM
Heob6xoAMMbIM KaccaM.

12.3anyctnte CepBep A0CTyna U NpoBepbTe noaknovyeHne Pabounm mectom QUIK.

3.2 YctaHoBka CepBepa gocrtyna Ha OC Linux

Monb3oBatenu ana paboTbl ¢ cepBucamm nop Linux
[ns paboTbl U yrpaBneHns cepB1UCOM NPUMEHSAIOTCA C/ieayiolMe Nosib30BaTeNn:

AOMWHUCTPATOp NNaTtdopMbl:

[Ons 0603HavyeHnst 3TOro Nosb3oBaTeNss UCNOJSIb3YETCA UMS root. DTo NoNb30BaTeNb, KOTOPbLIN
3HaeT naposnb root nn6o gobaeneH B rpynny root, TM60 UMEET AOCTYN K WNPOKOMY KpYyry
KOMaHZ Ha BbIMOSIHEHWE OT UMeHU root Yepes yTunmTy sudo.

Monb3oBaTesnto AOCTYNHa yCTaHOBKA U yaaneHne, a Takxxe agMMHUCTPUpOBaHUE cepBuca:
OGHOBHEHMe,BaHYCKl4OCTaHOBKa.

[Monb3oBaTesib, OT UMEHUN KOTOPOro pa60TaeTcepBMC:
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Onsa o6o3HauyeHns 3Toro nosib3oBaTens ucnonb3lyeTcsa umMg argasrv. lNpun yctaHoBKe cepBuca
no yMOJZIT4aHUKO CO34a€eTCcd noJjibaoBaTtes/ib UMEHHO C TAKMM MMEHEM.

Monb3oBaTesnio TakKe AO0CTYNHO aAMUHUCTPUPOBaHME cepBuca: 06HOBJIEHME, 3aMyCK U
OCTaQHOBKa — MPUMEHSETCS, €CNM BbINONIHEHWE aAMUHUCTPUPOBAHUSA NoJib30BaTeNeM root
HEeZoCTYMHO.

Takum o6pasomM, cepBuUC Bcerga paboTaeT OT MMEHU Nosib30BaTeNs arqasrv. YCTaHOBKa U yaaneHue
cepBuca MOXET NMpPOU3BOAUTLCS TOMIbKO MOJSIb30BaTeNEM root. AIMUHUCTPUPOBAHNE CEPBUCA MOXET
NpOM3BOAMTLCS MOJIb30BaTENAMU root UM arqgasrv.

MopsaokK yCTaHOBKM
YcTaHOBKa cepBMCa Npou3BOAMTCS MoJsib3oBaTtenieM root, BbI30BOM run-danna.

Mo yMon4yaHuio BCe CeEpPBUCHI YCTaHABINBAOTCS B AMPEKTOpUIO /opt/arqasrv n BbINOAHSOTCS OT
MMEeHM CUCTEMHOIO Nnosib3oBaTtens argasrv. ims cepBuca <srvname> ans Cepsepa gocTtyna
no yMos4aHWIO cCoBMagaeT C UMeHeM UcnoaHsemoro gamna - quik.

I Mpun ycTaHOBKE HaMMeHOBaHWe cepBuca 3ajlaeTcs TOJIbKO CTPOUYHbIMMU 6YKBaMVI.

CepBep AoCTyna pacnpocTpaHseTcs Ans yCTaHOBKM Ha KoMmnbtoTepbl ¢ OC Astra Linux B dpopmaTe
darina Bnpa <install_access_server-xx.xx.XX.run>, rae xx.xx.Xx — Bepcus npoaykrta (ganee run-
dann). C noMouwbto run-daina nponsBoanTCS YCTaHOBKA M 0BHOBIEHME CEPBUCOB B CUCTEME.

Bce ykasaHHble napaMeTpbl MOXHO MEpPEonpeaesTb COOTBETCTBYOWMMI KtlOYaMM 3anycka run-
daina. Janee cumtaeM, YTo BbiGpaHbl MapamMeTpbl NO YMOJYAHMIO.

HayanbHble AencTBus No ycrtaHoske cepsuca (CM. 1 — 5) A0MKHbI MPON3BOAUTLCS MOSb30BaTeNeM
root. [1ns yCTaHOBKW BbINOSIHUTE Clefylowme AencTBus:

1. Ckonupynte cdann install_access_server-xx.xx.Xx.run B AMpeKToputo, Ha onepaumn B KOTOPOW
y TEKYLLEro rnosib30BaTensa ecTb NpaBa, HanpuMmep, AoMalwHui katanor (/home/<user>
nnun ~/).

2. BbinonHuTe KoMaHay aobaBneHus npasa Ha BbiMoNHeHMe run-danny:

chmod +x install access server-xxX.xX.xXX.run

3. BbinonHuMTE KOMaHAy YCTAaHOBKMW CcepBuCa:

sudo ./install access server-xx.xx.xXx.run -i
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[nsa BbINOMHEHUS KOMaHAbl MOXET NOTPeboBaThCS BBECTM MapOo/ib TEKYLLErO Nosb30BaTeNS.
B npouecce ucnonHeHus run-daiina 6yayT BbiNOJIHEHbI CeAyoWMe AENCTBUS:

B cnyyae oTCcyTCTBMS CMUCTEMHOrO NOMb30BaTENS arqasrv, OH CO34aeTcs C NpaBaMu
No YMOJIYAHMIO MU BKJIIOYAETCA B OAHOMMEHHYIO rpynny. B kayecTtBe goMallHen
AvpekTopun emy byaeT yctaHoB/fieHa anpekrtopusa /opt/argasrv. OT MMEHU 3TOro
nonb3oBatensa 6yaer pabotaTb yCTaHaBNMBAEMbI CEPBUC.

B avpekTopumn /opt/arqasrv/quik cosgaeTtcs noganpekTopus ¢ uMeHeM quik,
B KOoTOpYto 6yayT pacnakoBaHbl dhannbl anctpnbyTtmuBa ycraHasnmesaemoro 0.

Monb3oBaTenb arqasrv Ha3HavaeTcs Bnagenbuem Bcex hansios U NoaaMpPeKTopui
B AMPEKTOPUM CepBuca.

B cucteme ynpaBneHus cnyxbammn systemd peructpupyertcs cepBuc ¢ UMeHeM quik u
3arnyckoM OT MMEHM CUCTEMHOrO MoJIb30BaTeNs arqasrv.

B aupekTopumn /etc/arqasrv co3apaetcsa dann c uMeHeM quik ans dukcauunm
napaMeTpoB YCTaHOBKW cepBuca.

B AnpekTopun cepeuca reHepupyoTca creaytoline KoMaHaHble dainbl:

«q_start.sh» - 3anyck cepBuca, B TOM 4Yucie C Kar4vamm 3anycka. lNpegHasHayeH
ON1S BbINONHEHUS NOMb30BaTeNsAMM arqasrv U root;

«q_stop.sh» - octaHoBKa cepBuca. NpeaHasHa4vyeH A1 BbiNONHEHMUS
rnonb3oBaTensiMu argasrv u root;

«q_status.sh» - BbIBOA MHMOpMaLMKM O TEKYLLEM COCTOSHUKN CepBuUca.
MNMpeaHasHayveH 4714 BbINO/IHEHUSA NOSb30BaTENAMU arqasrv u root;

«uninstall.sh» - ynaneHue cepsuca. lNpeaHasHa4vyeH A4 BbINO/IHEHUS
nonb3oBaTenem root;

«postmigration.sh» — BbInoNHEeHME AOMONHUTENbHbIX ONepaunii Npyu MMrpaunm.
MNpeaHasHayvyeH 414 BbINOHEHUA NOMb30BaTeNsSAMM arqasrv u root.

Mpu ycnewHoOW yCTaHOBKE CepBUCA B KOHCOJIb BbIBOAUTCH cOO6LyeHune:
«Installation of service “"quik” has been successfully completed».

B cny4yae BbiBOAA APYrov AMAarHOCTUKMU, NoXkanyicra, o6parutecb B Cnyxxby
TexHuuyeckoun nogaeprkku QUIK: quiksupport@arqatech.com.

CTpyKTypa KaTtasnoros nMeet 3HauyeHue. NepemeweHme nam nepemMmeHoBaHe
chaininoB cepBuca MoOXKeT NpUBECTU K olnbke B yCTaHOBKE.

4. YcraHosuTe nakert libjemalloc2 n3 opununanbHoro penosmtopusa Astra Linux. ns aToro
BbINOIHUTE B KOHCOJIM KOMaHAY:

sudo apt install libjemalloc2
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5.

[JaHHas bnbnnoTteka peanusyeTt MexaHu3Mbl paboTbl C onepaTMBHOW NamaTbio, 6bonee

noaxoasime Ans cueHapues paboTbl CepBepa A0CTyrna, YeM BCTPOEHHbIE B CUCTEMY MO
yMOJTYaHMIO.

Ecnun ynpaBneHune yCTaHOB/IEHHbIM CEPBUCOM NpeArnosiaraeTcs BbiNONHATL MOJSib30BaTeNEM
argasrv, BblnonHUTE cneagywwune AencTBuS:

Onga npenoTBpalleHna BHECEHMSA NoJsib30oBaTeneM arqasrv N3MEHEeHUN B CKpuUnThI
ynpasneHNAa CEpBUCOM, Ha KOTOpPbIE EMY 6yp,eT BblAAHO pa3peLleHne BbIMOJIHEHUA
OT nMeHu root, caenanTe nx HEM3MEHSEMbIMU, BbIMOSTHUB cneaywuwme KomMmaHabl:

chattr +i /opt/argasrv/quik/quik/qg start.sh
chattr +i /opt/argasrv/quik/quik/qg stop.sh

BblgaliTe nonb3oBaTeNto arqasrv npaBa Ha BbINO/IHEHWE CKPUMATOB yMpaB/ieHus
CEepBMCOM OT MMEHU root, BbIMOMHMB cneayolme AeNCTBUS:

BblnonHUTE KOMaHAY:

sudo visudo

B oTKkpblBWEMCS Vi-nogobHoM peanakTtope aobaBbTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/quik/qg start.sh,
/opt/argasrv/quik/quik/qg stop.sh

OTa CTpoKa paspellaeT Nonb30BaTeNt0 arqasrv BbINOMHATb NEPEYNCTIEHHbIE CKPUMTHI
Ha TeKYLlEM KOMMbOTEPE OT UMEHMU root.

danbHenwune aencreuns MOTYT BbIMOJIHATLCA NOJSib30BaTe/ieM argasrv unu root.

CKOnMMpynTe CeKpeTHY0 YacTb K/ltoua OCHOBHOIo cepBepa (06bl4HO 3TO hann secrserv.txk
B nanke ocHoBHoro cepeepa QUIK) B cdann secrserv.txk B nanke Cepsepa goctyna
(Heo6x0AMMO CKOMMPOBATb MOJSTHOCTLIO Al MM TEKCT K0UYa TEKCTOBbLIM pefakTopoM).

C nomoubto Mporpammbl 4N co3gaHus 1 ynpaeneHus knodamu (KeyGen) creHepupyiite
HOBbIW K/IOY AN TEXHOMNOrMYeckoro nosib3oBaTtens Cepeepa gocTyna.

3aperncTpmpymnTte TeXHONOrM4Yeckoro nosab3osartensa Cepeepa gocryna B nporpamme QUIK
Administrator:
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BHecuTe nonb3oBaTens B CNpaBoOYHUK «lMonb3oBaTenn»;
Ha Bknagke «Ob6wme npaBa» BkAunTe pnaxok «CepBep AOCTyna»;
MpuceonTe eMy co3a4aHHble K4YM A0CTyna.

MoapobHee cM. PykoBoacTeo no agMuHuctpupoBanmto QUIK Administrator n. 2.3.2.

9. U3 danna secring.txk c HoBbIM KtouoM AgobaBbTe B daiin secrserv.txk cekpeTHyto 4YacTb
K/toda TexHonornyeckoro nonb3oBatens Cepsepa aoctyna. Ha Cepeepe agocrtyna B
secrserv.txk gonxHo 6bITb ABe cekunm: «oT CepBepa AOCTyna» M «OT OCHOBHOIO cepBepa.

10.CkonupywnTe pubring.txk HoBoro knto4ya B nanky Cepsepa gocrtyna. Yéeautech, 4to
B pubring.txk ectb 06e cekumn: «oT CepBepa AOCTyNa» MU «OT OCHOBHOIO cepBepa».

11.MpoBepbTe, UTo B haiine qrypto.cfg Cepeepa AocTyna ykasaHbl Cneayoline napaMeTpsbl:

SECRING=secrserv.txk

PUBRING=quik.dwq

[auth]
look=grypto.cfg,db look
look=qgrypto.cfg, locke look

[db look]
do=_ QXKey

use=libdwgx.so

[locke look]
do=_ QXKeyTX
use=libdwgx.so

locke=pubring.txk

12.CoxpaHuTte nyb6nnyHyto yactb kaoda CepBepa AocTyna An4 nepefaydun kaveHtam (nybnuyHas
4YacTb K/0Ya UCMOSb3YETCA ANA NOAKNUYEHNS KNMeHToB K CepBepy AoCTyna).

13.HacTponTte dann quik.ini Cepsepa gocrtyna:

B cekumm [ctl_module] ykaxuTte nopT ans nogkntodeHus MNporpamMmmbl QMonitor
k CepBepy A0CTyna, HaMMeHOBaHMe KJtoda OCHOBHOMO CepBepa M naposb 3TOro
Ktova. 3HauYeHns «kname» N «password» MOXHO ckonmpoBaTtb M3 danna quik.ini
OCHOBHOIO cepBepa.

[ctl module]

module=libdwwgctl.so
port=15121

MHCTpYKUMA no ycTaHoBKe CepBepa AocTyna 14



name=broker

password=

B cekumu [usend_module] ykaxute cucteMHoe ums, NnopT 418 NOAKIOYEHMUS
nonb3oBaTenen k Cepsepy A0CTyna, HAMMEHOBaHUE KJ1l0Ya OCHOBHOIO CepBepa

W Napofib 3TOr0 K/toya. 3Ha4YeHUs «name» U «password» MOXHO CKONMpPOBaTb U3
danna quik.ini ocHoBHOro cepsepa.

[usend module]

module=libdwsend. so

sysname=lHpopMalMOHHO-TOpTroBasa cucrteMa QUIK "broker"
name=broker

password=

port=15101

I B none «name>» ykKa3blBaeTCs HAMUMEHOBaHMeE KJ/IloUa OCHOBHOIO cepBepa.

B cekumun [dwell_module] ykaxunte IP-agpec n nopT ans nogknioveHns Cepeepa
AocTyna K ocHoBHOMY cepBepy QUIK, HanmeHoBaHMe 1 Naposib HOBOrO K/to4a Ans
noAK/AYEHNS nosb3oBaTtenei. B napameTpe «auth_name» 3agante HaMMeHOBaHMe
KJ1t04a OCHOBHOIO cepBepa.

[dwell module]
module=libdtwcli.so
address=192.168.1.1
port=15100

auth name=broker
name=pbrokerSD

password=

14.1n5 cepBuca, yCTaHOB/IEHHOr0 N0 YMOJ/IYaHMIO, NpoOn3BeanTE NepBbI 3anycK C KAK4YoM -clean
N3 OAMPEKTOPUM C YCTAHOBJIEHHbLIM CEPBNCOM KOMaHAOMN:

sudo ./q start.sh -clean

nnbo n3 nobol ANpeKTopmn, OTIIMHHON OT ANPEKTOPUN CepBUCa KOMaHAOMN’:
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sudo /opt/argasrv/quik/quik/q_start.sh -clean

15.HacTponTe aBTOMaTUKY 3anycka M OCTaHOBKW cepBuca. [11a 3TOro MCcnosib3ymnte B CKpUnTax
aBTOMaTUKM 3anyck KoMaHAHbIX dpannos q_start.sh v q_stop.sh, pacnonoxeHHbIx
B ANPEKTOPMN YCTAaHOBJIEHHOrO CepBuCa.

CepBep gocTtyna Heo6xoaMMO nepesanyckaTb eXeAHEBHO. 3anyCcK AO/KEH NPOU3BOANTLCSA
yepe3 HebOMbLIOK MPOMEXYTOK BPEMEHM MOCNE 3anycka OCHOBHOMo cepsepa (3-5 MUHYT).
OctaHoBky CepBepa gocTyrna Heo6xXoaMMO NMpomM3BoaUTbL Ha 3-5 MMHYT paHblle OCTAaHOBKMU
OCHOBHOIO cepBepa.

3.2.1 Knroum 3anycka yCTaHOBOUYHOIO run-nakera nopg Linux
Run-daiin nogaepxxmnsaeT cregyowmin Habop Kao4den 3anycka:

-i [<srvhame>]
BbinoniHEHWE C 3TUM KJIKOYOM AOCTYMHO TOJIbKO MOSb30BaTeNto root.

YcTaHOBKa cepBuca C nMeHeM <srvname>. lNapameTp <srvname> Heobs3aTesneH. MNpn oTCyTCTBUMK
NCNONb3YyEeTCs MMSA CepBMca MO yMOJIUaHUIO, COOTBETCTBYHOLLEE MMEHWN MCNOSHAEeMOoro gainna
CepBepa goctyna — quik. Mpn ykaszaHum napaMeTpa Nosb30BaTe/IEM, €ro 3Ha4YEHMNE NMPUBOANTCS

K HW)KHEMY perucTpy, u cepBuc yCcTaHaBIMBaeTCs C MMEHEM B HMXHEM perumcrpe.

YCcTaHOBKa ABYX OAHOMMEHHbIX CEPBUCOB He A0MYyCKAEeTCH, AaXKe B pa3Hble KOPHEBbIE ANPEKTOPUN.
Mpu nonbITKe 3TO caenaTb yCTaHoBKa 6yaeT 3aBepllaTbCs OLWLMOKOMN.

-d <rootdir>

Kntou 3anycka, NnpMMeHseMblil TONbKO Mpuy YCTaHOBKe cepBuca (B KOMbuHaumu ¢ -i) Ansa ykasaHus
KOpPHEBOW ANPEKTOPUN A9 YCTAaHOBKWN CEPBUCA, OT/IMYHOM OT AMPEKTOPUN MO YMOSTHAHUIO
/opt/argasrv. 3To AMpEKTOpUs, B KOTOPOMN CO34aeTCs NoAANPEKTOPUS
<softwaredir>/<srvname>, B koTopyt 6yayT pacnakoBaHbl 6UHapHble N KOHMUIypauMOHHbIE
dannbl yctaHaBnmeaemoro [MO.

-n <srvusername>

Kntou 3anycka, NpMMeHSsIEMbIN TOJTIbKO MpU YCTaHOBKE cepBuca (B KOMBUHaUMK C -i) ANS yKa3aHus
nosfib30BaTeNsa <srvusername>, KOTOPbI CTaHeT BnagenbueM dalisioB cepBnca N OT UMEHM
KoToporo 6yaeT paboTaTb YCTaHaBMBAEMbIA cepBUC. IMA MONIb30BaTENS MO YMOMUYAHUIO:
arqasrv.

-u [<srvhame>]
BbimonHeHue ¢ 3TUM KJIH0YOM AOCTYNHO noJib30BaTeENdM argasrv mamn root.

O6HoBNEHME cepBUCa C UMEHEM <srvhame>. MNapaMeTp <srvname> Heobs3aTeneH. MNpu
OTCYTCTBMM MUCMONb3YETCS MMSA CepBUCA MO YMOSTYAHMIO, COOTBETCTBYOLEE MMEHM UCMONHAEMOro
¢danna Cepsepa goctyna — quik.
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PacnonoxeHne cepBuca U MMs Nnonb3oBaTeNns-BnaAenbla cepBepa yka3biBaTb He TpebyeTcs, Tak
KakK OHO COXpaHeHo B /etc/argasrv/<srvname>.

-e
BblnosHEHME C 3TUM KNOYOM AOCTYMNHO J'I}060My noJsib30BaTesto.

PacnakoBKa NOMHOIr0 COAEPXMUMOro apxmBa, BK/oYas KOHPUrypaumnmoHHble ini-dannebl.
PacnakoBka Npou3BOAUTCS B NOAAMPEKTOPUIO C UMEHEM, paBHbIM MMeHU run-darnna (6e3
paclIMpeHMs .run), KOTopas B Cny4yae OTCYTCTBUS CO34AETCS pSAOM C UCMONHSAEMbIM hannomMm.

-h, -?

BbIiNnONHEHWE C 3TUM KHOYOM AOCTYMNHO Nto60oMy Nonb3oBaTenio.
BbiBOA KpaTKoM MHgopMauum ob aprymeHTax 3anycka.
MpumMepsbi:

3anyck run-danna ansg yCTaHOBKW cepBuUca:

sudo ./install access_server-xx.xx.xx.run -i quiksub -d /opt/customdir

3anyck run-danna ans obHOBMEHNA cepBuUca:

sudo ./install access server-xx.xx.xXx.run -u quiksub

3anyck run-danna ansg pacnakoBKu:

./install access_ server-xx.xx.XX.run -e

3.3 Murpauusa Cepsepa goctyna ¢ OC Windows Ha
OC Linux

Mpun murpaumm MO ¢ OC Windows Ha OC Astra Linux HeobxoaMMO yunTbiBaThb cneayrowme
orpaHunyeHus Linux-Bepcun no cpasBHeHuto ¢ Windows-Bepcuein:

1. OTcyTcTBYET Noaaepxka Kpuntonposangepa MP.

2. [na nepeHoca MO, paboTtatowero Ha OC Windows, Ha komnbtoTep ¢ OC Astra Linux:

UHcTpyKumua no yctaHoBKke CepBepa AocTyna 17



Bepcus MO, kotopas nepeHocutca ¢ OC Windows, gomkHa 6biTb paBHa Bepcun MO,
kKoTopas bypet yctaHaBnmBaTbcs Ha OC Astra Linux.

MepeHoC A0MKEH OCYLLECTBNATLCA B CTPOro HETOProBOE BPEMS: MOC/IE 3aBEpPLUEHUS
TOProB MU OCTAHOBKM CEPBMCA W A0 Ha4yana Topros, Nepea rnepsBbIM 3aMyCckoM cepBuca.

MepeHoc cepBMca BbINOMHSAETCS B ABa 3Tana:

YcTraHoBKka cepBuca Ha OC Astra Linux (nmpou3BognTcs nosib3oBaTenem root);

MepeHoc koHdurypaumm ¢ OC Windows (npomsBoamnTcs nosb3oBaTtenem root mnm arqasrv).
Onsa nepeHoca MO ¢ OC Windows Ha OC Astra Linux BbIMONHUTE CrieaylowWwmnini NOpsaaoK AENCTBUN:
1. CkonupynTte dann install_access_server-xx.xx.xx.run B ANPEKTOPUIO, Ha onepaLmn B KOTOPOW

y TeKyLwlero nonb3oBaTens ecTb NpaBa, HanpuMMep, AoMalwwHWN kaTtanor (/home/<user>
nnu ~/).

2. BbinonHuTe koMaHAy AobaBnieHMs rnpaBa Ha BbINOJHEHME run-danny:

chmod +x install access server-xxX.xXX.XxX.run

3. BbINOAHUTE KOMaHAy YCTaHOBKM cepBUca:

sudo ./install access server-xx.xxX.XX.run -i

[Nns BbIMNOMHEHMA KOMaHAbl MOXET NoTpeboBaTbCS BBECTU Maposib TEKYLLEro nosib30BaTesns.
B npouecce ncnonHeHus run-daiina BbINOJHATCA Cleayoline AelCTBUS

B cnyuae oTCcyTCTBMSI CUCTEMHOrO NOJSIb30BaTENS arqasrv, OH CO34aeTcs C NpaBaMu
No YMOJIYAHMIO U BKJIOMEH B OAHOMMEHHYIO rpynny. B kayecTBe goMallHen
avpektopun emy byaet ycrtaHosneHa aupektopus /opt/argasrv. OT MUMeHM 3TOro
nonb3oBaTtens 6yaer pabotaTb yCTaHaBNMBAEMbI CEPBUC.

B avpekTopumn /opt/arqasrv/quik cosgaeTtcsa noganpekTopus ¢ umeHem quik,
B KOTOpYto 6yayT pacnakoBaHbl dannbl auctpubyTtmea yctaHasnmsaemoro MO.

Monb3oBaTenb arqasrv Ha3zHa4yaeTcsa Bnagensuem scex dalnnos U NOAANPEKTOPUNA
B ANPEKTOPUN CepBUCca.

B cucteme ynpasneHusa cnyxbamum systemd perncrpupyetcs cepeuc ¢ uMeHem quik
M 3aMyCcKOM OT MMEHU CUCTEMHOrO Nofb3oBaTens arqasrv.

B avpekTtopumn /etc/arqasrv cosgaetcsa dann ¢ umeHeM quik ans dukcauunm
napaMeTpoB YCTaHOBKW cepBuca.

B anpekTopun cepeuca reHepupyoTca cneayroline KoMaHaHble dainnbl:

«q_start.sh» - 3anyck cepBuca, B TOM Yucne C Kao4vaMu 3anycka. MpegHasHayeH
ANS BbINOMIHEHUS NMONb30BATENAMW argasrv 1 root;
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4.

«q_stop.sh» - octaHoBKa cepBuca. NpeaHasHa4vYeH AN BbINOSHEHMUS
nonb30BaTeNnsiMU arqasrv u root;

«q_status.sh» - BbiBOA MHdOpMaLUnmM 0 TEKYLLEM COCTOSIHUM CepBuca.
MpeaHasHa4vyeH 414 BbiNOSIHEHNSA NOMb30BATENSAMM arqasrv u root;
«uninstall.sh» - ynaneHne cepsuca. lNpegHa3HayeH ANns BbiNOJHEHUS
nonb3oBaTesieM root;

«postmigration.sh» — BbINoNHEHME AOMONHUTENbHbBIX ONepaunii Npu MMrpaunm.
MpeaHasHa4vyeH 414 BbiNO/IHEHNSA NOSb30BaTENsAMM arqasrv u root.

Mpwu ycnewHoW yCTaHOBKEe CepBUCa B KOHCOJIb BbIBOAUTCS COO6LyeHMne:
«Installation of service “"quik” has been successfully completed>».

B cnyyae BbiBOAA APYroi AMArHOCTUKMK, Noxkanyuncra, o6paTtutecb B Cnyx6y
TexHu4Yeckoi noaaepxku QUIK: .

CprKTypa KaTaJZioroe nMmeeT 3Ha4dyeHune, nepemMelleHme win nepemmeHosaHue
MOXKEeT NpUuBecTn K c6oro YCTaHOBKM.

YctaHosuTe nakert libjemalloc2 n3 odbunumanbHoro penosutopus Astra Linux. [nsa sToro
BbIMNO/IHUTE B KOHCOJSIN KOMaHAY !

sudo apt install libjemalloc?2

[JaHHas 6bnbnnoTteka peanusyeTt MexaHu3Mbl paboTbl C onepaTMBHON NaMaTbio, 6onee
noaxoasime Ans cueHapmes pabotbl CepBepa AOCTyNa, YEM BCTPOEHHbIE B CUCTEMY MO
YMOMUYaHUIO.

Ecnn ynpaBieHne yCtaHOBJIEHHbIM CEPBUCOM Mpeanojiarae€Tcsa BbIiMOJIHATbL NMOJ/Ib30BATENEM
arqgasrv, BblNnoNHUATE cneaywwune nencreus:

[na npegotepalleHnd BHECEHUS Nonb3oBaTesieM arqgasrv W3MEHEHUN B CKpUNTbI
ynpasneHNAa cCEpBUCOM, Ha KOTOpPblE EMY 6yp,eT BblAAHO pa3pelieHne BbIMOJIHEHNA OT
MMeHun root, caenamTe nx HEM3MEHSAEMbIMU, BbINOJIHUB cneayrowime KoMmaHAbl:

chattr +i /opt/argasrv/quik/quik/qg_start.sh
chattr +i /opt/argasrv/quik/quik/q_stop.sh

BbligariTe nonb3oBaTento argasrv npaBa Ha BbIMNOJIHEHNE CKPUNTOB yMNnpaBieHUs
CEepBUCOM OT MMEHMU root, BbINONHUB cieayluwme ONENCTBUSA:
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BblnonHUTE KOMaHAy:

sudo visudo

B oTkpbiBWEMCS Vi-nogobHoMm peaaktope AobaBbTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/quik/qg start.sh,
/opt/argasrv/quik/quik/qg stop.sh

DTa CTpoKa pas3peLlaeT Mnosib30BaTeso arqasrv BbINOMHATbL NEPEUNCSIEHHbIE CKPUMTLI Ha
TEeKyLEM KOMMbIOTEPE OT MMEHMU root.

6. Ckonupymnte n3 gupektopumn Windows-cepsuca B gmpektoputo Linux-cepsuca
/opt/argasrv/quik/<srvname> cnegywowmne dannbl (Npy nx HaNN4nmn):

OcHoBHoM dann HacTpoek quik.ini;

O6wunin darn HacTpoek KpuntonpoBanaepos qrypto.cfg;

Opyrue dannbl HacTpoek *.ini ¢ cCOXpaHEHUEM UX PACMNOOXEHNS OTHOCUTENBHO
OVPEKTOPUM YCTaHOBKM CEpPBUCA;

®annbl knodven (*.txk), katanorn ceptndurkaToB NpoBanaepos:

Kntoun secrserv.txk, pubring.txk — ansg HacTponkmn kpuntonposarngepa qrypto32;
KaTanor certs — aonga HacTponkn kpuntonposanaepa OpenSSL_pr;
KaTtanor signalcom - ana HacTtponku KpuntornpoBainaepa Signalcom_pr.

7. lpuBeauTe UMEHa CKOMMPOBAHHbIX B NpeablayLleM NyHKTe hainnoB U ANPEKTOPUIA K HUXKHEMY
perncTpy. [Ans sToro BbINOJHUTE B AMpeKTopumn /opt/arqasrv/quik/<srvname> KoMaHAay:

sudo ./postmigration.sh

8. M3MeHMTe HACTpOIKM B NepeHeceHHbIX (annax:

Bce ynoMnHaHusa anHammuyecknx 6mnbnuotek (*.dll) Heobxoanmo npeobpasoBaTtb
B COOTBETCTBYIOLLEE HAMMEHOBaHMeE Ha Linux. [1na 3Toro kK uMeHn Heo6xoaMMo
nobaeutb npedmkc «lib», a paclwmnpeHme 3aMeHNTb Ha *.s0, HanpuMep:

module=dwdata.dll
3aMeHnTe Ha

module=libdwdata.so
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Cnuncok cekumin darna quik.ini, B KOTOpbIX yKa3aHbl HAMMEHOBAHUS AMHAMUUYECKMX
bnbnnotek, KoTopble HeobxoanMo npeobpa3oBaThb:

[data module]
module=dwdata.dll
3aMeHuTe Ha

module=libdwdata.so

[dwell module]
module=dtwcli.dll
3aMeHuTe Ha

module=1libdtwcli.so

[conn module]
module=dwxs.dll
3aMeHNuTe Ha

module=1libdwxs.so

[trans module]
module=dwtrans.dll
3aMeHuTe Ha

module=libdwtrans.so

[auth module]
module=dwgx.dll
3aMEeHUTE Ha

module=1libdwgx.so

[limits module]
module=dwlimits.dll
3aMeHnTe Ha

module=libdwlimits.so

[usend module]
module=dwsend.dll
3aMeHuTe Ha

module=libdwsend.so

[ctl module]
module=dwwgctl.dll
3aMeHrTe Ha

module=libdwwgctl. so
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[msg module]
module=dwgtalk.dll
3aMeHMTe Ha

module=libdwgtalk.so

[archive module]
module=dwarch.dll
3aMeHuTe Ha

module=1libdwarch.so

[banner module]
module=dwbanner.dll
3aMeHuTe Ha

module=1libdwbanner.so

3aMeHUTe HaMMeHOBaHUA AMHaMU4Yecknx bnbnumotek B danne gqrypto.cfg. Cekuyuu,
B KOTOpPbIX YKa3aHbl HAMMEHOBaAHUA ﬂMHaMMHeCKMXI6M6ﬂMOTEKZ

[auth]
look=grypto.cfg,db look
look=grypto.cfg, locke look

[locke look]
use=dwgx.dll
3aMEHUTE Ha

use=libdwgx.so

[db look]
use=dwgx.dll
3aMeHNTe Ha

use=libdwgx.so

B HacTporkax kpuntonposangepos darna qrypto.cfg usmeHnte HanmeHoBaHuUs
ANHaMudeckux 6ubnmotek n pernctp garina HacTpoek, Hanpumep:

[CryptoProviders]

openssl=1l

[openssl]
Module=OpenSSL Pr.dll
IniFile=OpenSSL Pr.ini
3aMeHMTe Ha

[openssl]
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Module=libopenssl pr.so

IniFile=openssl pr.ini

Bce ynoMuHaHua nyTel K dainnam n katasoraMm Heob6xoaAnMMo NpMBECTU K BMAY,
NpuHATOMY B (haiinoBon cucteme Linux — obpaTHble cnewwn («\») Heobxoanmo
3aMeHUTb Ha npsaMble («/»), Hanpumep:

crypto_provider ini file=.\openssl pr.ini
3aMeHMTe Ha

crypto provider ini file=./openssl pr.ini

C NpuMepaMm 3HaAYEHUN:

[ctl module]
ip address file=ip.cfg

rest users file=restu.cfg

[usend module]

suspect data file=stats/suspect.txt

[key management]

key info file=key info.ini

[dwell module]

proxy file settings=quik.ini

[areas]

frontend=areas/frontend

msg _priv=areas/msg priv
public=areas/public
company=areas/company
private=areas/private
unrestricted=areas/unrestricted
hasharchives=hasharchives

hasharchivesttp=hasharchivesttp
[archive module]
minutes dir=minutes

ttp dir=ttp

[auth module]
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settings file=qrypto.cfg

MepeyeHb HacTpoek qrypto.cfg, koTopble coaepxxaT NyTn K daiaam uin AUpeKTopuamM
C NpuMepaMm 3HaAYEHUN:

[auth]
mail settings file=qrypto.cfg

arw_log=stats/arw.log

[locke look]
locke=pubring.txk

OTpepakTtupyinTe nNyTb K danny 6aHHepa, ecnn OH HacTpoeH. ®aiinoM KoHbUrypaumm
6aHHepa cunTaeTcsa nepBbin HangeHHbIn CepBepoM goctyna *.ini-galn B anpekropuun
/areas/banners. Hanpumep:

[url set]

image=./banner.bmp

CeTeBble ANCKN O0BbIYHO MOHTUPYIOTCS K JIOKasibHbIM KaTasioraM, No3ToMy Heo6xoaMMo
YTOYHUTb Y CETEBbIX aAMUHUCTPATOPOB TOYKY MOHTUPOBaHUS M NpoONMcaTb NyTb K HEN,
Hanpumep:

[areas]
Archives=\\minutes\gminreplicator\archive\
3aMeHuTE Ha

[areas]

Archives=/mnt/gminreplicator/archive

9. HacTpoliTe aBTOMaTUKY 3anycka U OCTaHOBKM cepBuca. [Jns 3TOro Ncnofib3ymte B CKpUnTax
aBTOMaTUKM 3anyck KoMaHaHbIX dannos q_start.sh n q_stop.sh, pacnonoxeHHbIx
B AMPEKTOPUN YCTaHOBNEHHOIO CepBUca.

CepBep goctyna Heo6xoaMMO nepesanyckaTb eXXeAHEBHO. 3anyCcK AO/KEH NPON3BOANTBLCS
yepes HeboNbLOW NMPOMEXYTOK BPEMEHM MOCE 3anycka OCHOBHOro cepeepa (3-5 MUHyT).
OcTtaHoBky CepBepa oocTyrna Heo6xoaAnMMO NPoM3BOANTL Ha 3-5 MUHYT paHblle OCTAaHOBKMU
OCHOBHOrO cepBepa.
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3.3.1 HacTpoika NnpoKcu AJis NOAKJ/IKDUYEHMA NoJsib3oBaTenen

CepBep nogaep>xunsaeT npotokost HAProxy sepcum 1 npu o6paboTke nonb3oBaTebCKUX
noakar4veHni. Npu HaCcTpomke NpoKcM HeobxoaMMO yKasaTb NOPT CeEpBepa, KOTOPbIM NponuMcaH
B cekummn [usend_module].

3.4 YaaneHue cepBuca

Yapanenume Ha Windows
Ons ynaneHus cepBuca BbINMOSTHUTE Cneayolmne NencTBUS:

1. OctaHoBute cnyxby Cepsepa Joctyna. Caenatb 3TO MOXHO yepe3 npuioxeHue «Cnyxbbi»,
OTKpbITOE OT UMEHN agMMHUCTpaTopa, NMbo Bknaaky «Cnyxbbl» gncneryepa 3agad, Takxe
3anyLweHHOro OT MMeHn agMMHUCTpaTopa.

2. BbinonHuTe yaaneHue cnyx6bl Cepeepa [locTyna nyTeM BbIMOSHEHUS KOMaHAbl B KOHCOMN,
3anyLWweHHOoM OT MMEeHWN aAMUHUCTpaTopa:

quik.exe -remove

3. BbinonHuTe ynaneHue katanora Cepsepa JdocTtyna.

YpaneHue Ha Linux

YpaneHue cepBuca NpomMsBoOANTCS NMofib3oBaTenem root BbI30OBOM ckpunTa uninstall.sh, koTopbin
Haxo4MTCs B KaTasiore COOTBETCTBYIOLLEro cepBuca.

[anee npvBeneH NopsaaoK AEWCTBMIA NPU yaaNeHUn cepBuca C UMEHEM Mo yMondaHuio — quik.

Ons yaaneHusi cepBuca BbIMOJIHUTE Cleayloline AencTBus:

1. OctaHosuTte cnyx6by Cepsepa nocTyna n3 AMPEKTOPUN C YCTAHOBNEHHbIM CEPBMCOM KOMaHAOM:

sudo ./g stop.sh

nubo n3 nwbon ANpeKTopmun, OTANYHON OT AUPEKTOPUM CepBMUCA, 3aMyYCKOM KOMaHAbl:

sudo /opt/argasrv/quik/quik/q_stop.sh
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2. Ecnu ynpaBfieHWe yCTaHOB/IEHHbIM CEPBMCOM BbIMNOJIHAIOCH MOSb30BaTENIEM arqasry,

BbIMONTHUTE Ccneaywoumne OEeNCTBUSA:

OTMeHuUTe y nonb3oBaTesisd arqasrv npasa Ha BbINOJIHEHWE CKPUNTOB YNpaBieHus
CEepBUCOM OT MMEHM root, BbIMNOJIHMB Cleayruwme OENCTBUS:

BblnonHUTE KOMaHAy:

sudo visudo

B oTKpbIBLIEMCS Vi-NOAOGHOM peflakTope yaauTe CTPOKY:

argasrv ALL=(root) /opt/argasrv/quik/quik/g start.sh,
/opt/argasrv/quik/quik/qg stop.sh

CHMMUTE NPU3HAK HEM3MEHAEMOCTU CO CKPUMTOB YrpaB/ieHUs CeEpBUCOM, BbIMOJIHUB
crneaylouime KoMaHabl:

chattr -i /opt/argasrv/quik/quik/qg_ start.sh
chattr -i /opt/argasrv/quik/quik/q_stop.sh

3. B aupekTopum yctaHoBNeHHOro cepsuca /opt/arqasrv/quik/quik 3anyctmte KoMaHaHbIM dann

uninstall.sh komaHaon:

sudo ./uninstall.sh

nnbo n3 nwbon ANpeKTopmumn, OTAINYHON OT AUPEKTOPUM CepBMUCaA KOMAHAOMN:

sudo /opt/argasrv/quik/quik/uninstall.sh

[nsa BbINONHEHUSA KOMaHAblI MOXET I'IOTpe6OBaTbCFI BBECTW NMNApPOJib TEKYLWENO NOJib30BaTENA.
B pe3ynbTaTe BbIMOJIHEHNA KOMaHAbI BbINO/MHAKTCA cneayrowmne nencreus:
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_ Ypansetcs permctpaums cepsuca C MMeHeM quik B cucteMe ynpaBneHus ciyxbamm
systemd.

Ypansaetca dann /etc/argasrv/quik, B KoTopoM 6b151n 3apmnKCcrMpoBaHbl NapaMeTphbl
YCT@HOBJIEHHOI0 CepBMCa.

OnpekTopus, B KOTOpPOW ycTaHoBAeH cepBuc /opt/argasrv/quik/quik,
nepenmeHoBbiBaeTcsa B /opt/arqasrv/quik/quik.backup_ YYYY.MM.DD_hh.mm.ss.
MNepenMeHoBaHMe, a He yaanieHne ANPEKTOPUM NMPON3BOAUTCS Ha Cllyyald, ecnu
notpebytoTcs AaHHble U3 Hee. ECin Takol NOoTpebHOCTM HET, yaanuTe 3Ty AUMPEKTOPULO
BPYYHYIO.

Mpuv ycnewHoOM yaasieHUn cepBuca B KOHCOJ1b BbIBOAUTCA coobuieHune:
«Removing of service “quik” has been successfully completed».

B cnyuyae BbiBOAA APYrov AMAarHOCTUKMU, Noxkanyincra, o6parurecb B Cnyxxby
TexHu4Yeckoi noaaepxku QUIK:

4. Ucnonb3oBaHue nposavaepa
wudposaHna OpenSSL

4.1 Nony4yeHune cepTudmkara

Ona nonyyeHus wab6sioHoB paiinioB HACTpPoOEK NoakKNUYeHUs yepes OpenSSL
o6paTuTechb B TeXHMYECKYH noaaep)xky QUIK.

Mepea BbiNnoNHeHMeM HacTpoek CepBepa AoCTyna AN NOAKIYEHUS K HEMY MoJfib3oBaTenen
C NOMOLLbIO SIOFMHA M Naponas HeobxoamMo nonyuunTb ceptudukat 6esonacHoctn. CeptudukaT
n Kntod BblgatoTca Cnyxbor BezonacHOCTU.

Mpouecc n3roToBsieHns ceptTudmKaTa COCTOUT U3 ClIeAYHOLWNX STanos:

1. leHepauusa knwova.

2. leHepaumsa 3anpoca Ha cepTudukar.

3. OTnpaBka 3anpoca YA0CTOBepsLWeMY LLEeHTPY U nosayyeHne ceptudukara.

B 3aBMCMMOCTM OT BblI6BpaHHOIo YOCTOBEPSAIOLErO LEHTPA NPOLLECC MOXET MEHSATLCS, HO
B CBOWCTBaxX MoJly4aeMoro cepTudmkaTta Bceraa A0/KHO COZIEPXKATbCA 3HAYEHMNE Mo
«YnyJlleHHbIN KnoY» — «[poBepka NoA/IMHHOCTU cepBepa» (Bkaaka «CocTaB»):
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wh Ceptudmkar
Obuwe COCTEE  MyTb cepTrdmKkalm

Mokasate: | <Boex e

Mone SHaueHue

OCHDBHbIE OrPEHU4EHNS
I'Ionmmm CEpTUdMKATE
YULIEHHBIA KoY

Tun cySwexTa=LC, orpaHide. ..
[1INonuTiKa cepTudmkaTa:i. ..
i TMpoBepKa NoANMHHOCTH CEpB...
Gl Mcnonszosarme kntova MoANMCEIBAHWE CEPTUOMKATO...
Tmn cepTudmkaTta Netscape  LIC 55L, L|C SMIME (08)

Tol-w:m PECMpOCTPaHEHis cn... [1]Touka pacnpeasneHia ...
DOTI‘IEHETDK d559a586669b03f46230a133f...

MpoBepka NoAnMHHOCTH cepsepa (1.3.6.1.5.5.7.3.1)
MpoBepKa NoAMMHHOCTH KnenTa (1.3.6.1.5.5.7.3.2)

CEOICTES. ..

KonuposaTts B dain. ..

4.2 NMoarotoBka cepTtudukarTa

Mocne nonyyeHuns ceptudmkaTa n Ka4Ya, OTKPOUTE U U3BJIEKUTE 3aKpbITbi (*.key) n oTKpbITbIN
(*.cer unn *.crt) knouun. Ecnu dannsl MMEOT paclumpeHne *.pem, nepeMMeHymTe: kawod B *.key,

a ceptudukar B *.cer unm *.crt.

1. OtkpownTe ana npocmoTtpa dann ceptndunkaTa. B oTkpbiBLIEMCS Ananore ceptndukaTa

nepenanTe Ha Bknaaky «lMyTb cepTudmKaummn» n HaxxMmTe KHOMNKy «lMpocMoTp cepTudunkaTa»
Ha KaxaoM cepTudunkarte (NMPOMEXYTOUYHbIX cCepTUdUKATOB MOXET 6biTb ABa u/unu 6onee),

yTo6bI OTO6pPasuNack BCA LENnoyKka.

Cambln nocneaHuin ceptudukaT B LenNoYKe — KOPHEBOW, ANA HEro kKHonka «lMpocMoTp

ceptudmkaTa» HegoCTyMnHa.

»  Ceprudukar »  CepTudukar ¥ | g Ceptudukar X
Ofwme Coctas [MyTb CBRTMOMKALIM Obume Coctas MMyTb CERTHAMKELIA Obuwe CocTas [MYTo CERTHGMKALIM
MyTe cepTidmkam MyTe cepTrdicalyn MyTe cepTudmxamm
5] CryptoPro GOST Root CA B3] CryptoPro GOST Root CA B3] CryptoPro GOST Root CA
BES] CryptoPro TLS CA| L[] CryptoPra TLS CA
=[] Test dient
< > € >
MpocHaTp CepTHdMKETE MpocMoTp cepTudmkaTa TpocHoTp CepTHdMKETE
CoCToAHME CepTHdMKaTa: COCTORHME CEPTUDMKATA! CocToAHME CepTUdMKaTa:
3TOT cepTUdMKAT AeHCTEUTENEH, STOT CepTUPHUKAT ASHCTBUTENEH. STOT CEpTUDMKAT AEACTEMTENEH,
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2. Mepengnte Ha BkNagky «CoctaB» M HaXXMUTe Ha KHonky «KonuposaTtb B dan...».

3. CoxpaHuTe Kaxabl OTKPbITbIN paHee cepTudukaT B oTAesNbHbINA ¢dalin, Bbibpas popmaT
«®annbl X.509 (.CER) B koanpoBke Base-64»:

& b5 MacTep 3kcnopTa cepTHdUKaTos

‘@opmat IKcnopTupyemoro daiina
CepTUhMKATEI MOryT BEITE SKCNOPTUPOBEHE! B PEsNMUHEIX QOpMaTaxX,

BrifiepuTe hopMaT, KOTOPLIA Bbl XOTHTE WCNONL30BATh!

() waiinel X.509 (.CER) B koauposke DER

(O CTanpapT Cryptographic Message Syntax - cepTudmkaTsl PKCS #7 (.p7h)

UMHDMMTE MO BO3M T BCE CEPTHMMKSTEI B NYTb CEPTMPMKALMI

PekoMeHAyeTCs UCNONb30BaTh C/IEAYIOLLY CXEMY HAUMEHOBAHUSA CEPTUdMKATOB, YTO6bI
MUHUMU3NPOBATb OLLINOKMN:

root.cer - KopHeBOM cepTuduKaTt (KOpHEBON cepTUdUKAT YAOCTOBEPSIOWErO LeHTpa).
mid.cer - cepTudunkaTt NPoOMEXYTOYHOrO YAOCTOBEPSAIOLLErO LEHTPa.

end.cer — KoHeuHbI cepTudunkaTt (Hanpmmep, NONb30BaTENbCKNUN).

4. TlomecTtuTe aninbl root.cer u mid.cer B oTAeNbHbIN KaTanor «Server\certs\CA».
5. lMepemectute dann end.cer B agmpektoputo «Server\certs\» n nepenmmenHymnte B store.pem.

Caenaiite KONMUIO roTOBOM AMPEKTOPUM certs ANna aanbHeWwWero NpMMeHeHusa npu
HacTpoiike Pa6bouero mecta QUIK wan web2QUIK. Konuro Heo6xoaummo caenaTtb
nepepa BbIMOJIHEHMEM CNeayoLlero wara.

6. B TeKCTOBOM peaakTope OTKpoWnTe ANs YTeHus dann ceKpeTHOro kw4da *.key n ckonumpymnTte
B 6ydep ero cogepxmnmoe.

7. B TekCTOBOM pepakTope OTKpoMTe ANs uYTeHusi/3anncu gaiin store.pem, pacnosioXeHHbIN
B ampektopumn «Server\certs\CA». BctaBbTe u3 6ydepa cekumio CeKpeTHOro Katuya
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B C/efyIOLWEM NopsiaKke: CBEpXY CeKUMsa cepTudmrKaTa, a CEKLNA CEKPETHOMO KJo4a noa
cekumen ceptudukara.

1. HegonyctumMo namMmeHeHue nopsaaKa pacrojiodXeHUsl CeKUUM.

2. HeponyctuMo Hanunume AONOJIHUTEJIbHbIX CAMBOJIOB UM np06enOB

A0 ceKuMn, Mmexkay ceKkumsamMmm m nocne CeKLMn.

4.3 Hacrtpouka cepsepa QUIK

4.3.1 Hacrtpoiika Ha Windows

1. W3 apxuBa, NOAy4YeHHOro nocne obpaleHns B TexHUYeckyto noaaepxky QUIK, nepemectute
dann Server\OpenSSL_Pr.ini B kKopHeByto anpekTopuio cepsepa QUIK. Pegaktnposatb dann
He TpebyeTcs.

2. B aupexTopuu c cepsepoM QUIK pasmectute kaTanor certs, B nanky «certs\CA» nomecTtute
dannbl root.cer u mid.cer, B nanky «certs\» nomectute dann end.cer n nepenMeHynTe ero
B store.pem.

3. OTkpoinite anga pegaktmpoBaHua dann qrypto.cfg n B cekumio [CryptoProviders] nob6asbTe
CTPOKY:

openssl=1

4. Hwuxe pobaBbTe CeKLUIO:
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[openssl]
Module=OpenSSL Pr.dll
IniFile=OpenSSL pr.ini

Mpumep:

[CryptoProviders]
Placebo=1

openssl=1l

[placebo]
Module=Placebo Pr.dll

IniFile=

[openssl]
Module=0OpenSSL Pr.dll
IniFile=OpenSSL pr.ini

5. OTkponTte anda peaaktnposaHusa dann quik.ini n B cekumio [usend_module] nobaBbTe CTpoOKYy:

crypto provider ini fileOpenSSL=OpenSSL pr.ini

Mpumep:

[usend module]

module=dwsend.dll

name=quiktest

password=gwe

port=15100

crypto provider ini fileOpenSSL=OpenSSL Pr.ini

6. OTkpoinTe ansa pegaktTnpoBaHusa dann OpenSSL_Pr.ini, KOTOpbIM A4ONXKEH HAXOAUTLCS B Marke

c cepepoM QUIK u pobaBbTe cneayowme HaCTPONKMU:

[General]
CertStoreFile=certs\store.pem

ServerCertificateKey=

UHcTpyKumua no yctaHoBKke CepBepa AocTyna

31



7. B Hactporike ServerCertificateKey ykaxxute naposb K kato4y cepsepa. MNaposb MOXeT bbITb
3awundpoBaH. Ans wndpoBaHna B Hayase Napossa ykasbiBaeTcsa cmmBon «$». Ecnm daiin
K/toua cepBepa (B store.pem) He MMeET Napons, TO HAaCTPOMKa MOXET UMETb fitoboe 3HauyeHune,
B TOM 4YuCsie M NycCToe.

8. [obasbTe B hann OpenSSL_Pr.ini cnegytowyo HaCTponKy:

[TLS Connection Settings]

ServerHandShakeScheme=12

3HaueHne ServerHandShakeScheme=12 obecneunBaeT BKIOUYEHNE PEXMMA BOCCTAaHOBNEHNS
naposns n ayTeHTMdUKaunm no NoruHy 1M nNapoJsio, ecin BOCCTAHOB/IEHME HE HYXHO, TO
yKaxuTe 3HauyeHune ServerHandShakeScheme=4.

4.3.2 Hacrtpoiika Ha Linux

1. W3 apxuBa, Noay4YeHHOro nocne obpalleHns B TexHMUecKkyto nogaepxky QUIK, nepemectute
dann server/openssl_pr.ini B KopHeByto gupektoputo cepesepa QUIK. PegaktnposaTtb dann He
TpebyeTtcs.

2. B aupekTopuu c cepsepoM QUIK pasmectuTe kaTanor certs, B nanky «certs/ca» nomecrure
dannbl root.cer u mid.cer, B nanky «certs/» nomectute dann end.cer n nepenMeHymnTe ero
B store.pem.

3. OTkpoiniTe anga pegaktmpoBaHusa dann qrypto.cfg n B cekumio [CryptoProviders] nob6asbTe
CTPOKY:

openssl=1

4. Hwuxe pobaBbTe CEKLUIO:

[openssl]
Module=libopenssl pr.so

IniFile=openssl pr.ini

Mpumep:

[CryptoProviders]
Placebo=1

openssl=1l
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[placebo]
Module=libplacebo pr.so

IniFile=

[openssl]
Module=libopenssl pr.so

IniFile=openssl pr.ini

5. OtkpoinTte ansa pegaktnpoBaHusa dann quik.ini n B cekymio [usend_module] nobaBbTe CTpoOKYy:

crypto provider ini file=openssl pr.ini

Mpumep:

[usend module]
module=libdwsend.so
name=quiktest
password=gwe
port=15100

crypto provider ini file=openssl pr.ini

6. OTkponTe Ansa penakTupoBaHmsa dann openssl_pr.ini, KOTOpbIN AO/MKEH HaXO0AMUTbLCA B Nanke ¢
cepBepoM QUIK n gobaBbTe cregyowme HaCTPONKN:

[General]
CertStoreFile=certs/store.pem

ServerCertificateKey=

7. B HacTpolike ServerCertificateKey ykaxute naposb K kito4vy cepBepa. Naposb MOXET 6bITb
3awndpoBaH. ns wndpoBaHUs B Hadyane naposs ykasbiBaeTcsa cuMmBon «$». Ecnu dann
Kntoya cepBepa (B store.pem) He MMEET Napons, TO HAaCTPOMKa MOXET UMETb Ntoboe 3HayeHune,
B TOM 4Yncie 1 Nycroe.

8. [obasbTe B pain openssl_pr.ini cneayoLwyo HaCTPOMKY:

[TLS Connection Settings]
ServerHandShakeScheme=12
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3HauveHne ServerHandShakeScheme=12 obecneunBaeT BKIKOYEHNE peXMMa BOCCTAHOB/IEHUS
naposs U ayTeHTMMhUKaALUNM MO NIOTUHY M NapoJsIo, €C/I BOCCTAHOB/IEHME HE HYXHO, TO
yKaxuTe 3Ha4yeHune ServerHandShakeScheme=4.

4.4 HacTtpoika cepBepa gocrtyna

4.4.1 Hacrtpoika Ha Windows

1. U3 apxuBa, Noay4YeHHOro nocne obpauleHns B TexHMUeckyto noaaepxky QUIK, nepemectute
dann Server\OpenSSL_Pr.ini B kopHeByto aupekToputo cepeepa QUIK. PegaktupoBaTth dhann
He TpebyeTcs.

2. B aupekTtopuu c CepBepoM AOCTyna pa3MectuTe katanor certs, B nanky «certs\CA» nomecturte
dannbl root.cer u mid.cer, B nanky «certs\» nomectute dann end.cer n nepenMeHymnTe ero
B store.pem.

3. OtkpoWnTe ans pepaktnpoBaHusa dann qrypto.cfg n B cekumto [CryptoProviders] nobasbTte
CTPOKY:

openssl=1

4. Hwuxe pobaBbTe CEKLUIO:

[openssl]
Module=OpenSSL Pr.dll

IniFile=OpenSSL pr.ini

Mpumep:

[CryptoProviders]
Placebo=1

openssl=1l
[placebo]
Module=Placebo Pr.dll

IniFile=

[openssl]

Module=OpenSSL Pr.dll
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IniFile=OpenSSL pr.ini

5. OTkpoiTe ansa peaaktupoBaHus dann quik.ini n B cekumio [usend_module] nobaBbTe CTpoOKY:

crypto provider ini file=OpenSSL pr.ini

Mpumep:

[usend module]
module=dwsend.dll
name=quiktest
password=gqwe
port=15100

crypto provider ini file=OpenSSL Pr.ini

4.4.2 Hacrtpoiika Ha Linux

1. W3 apxuBa, NOAy4YeHHOro nocne obpaleHns B TexHUYeckyto noaaepxky QUIK, nepemectute
dann Server/openssl_pr.ini B kopHeByto aupektoputo cepeepa QUIK. PegakTtupoBaTbh dann He
TpebyeTcs.

2. B aupekTopuun ¢ CepBepoM A0OCTyNa pa3MecTuTe kaTtanor certs, B nanky «certs/ca» nomecrurte
dannel root.cer u mid.cer, B nanky «certs/» nomectute ann end.cer n nepenMeHymnTe ero
B store.pem.

3. OTkpoinite anga pegaktmpoBaHusa dann qrypto.cfg n B cekumio [CryptoProviders] nob6asbTe
CTPOKY:

openssl=1

4. Hwxe pobaBbTe cekuuUIo:

[openssl]
Module=libopenssl pr.so

IniFile=openssl pr.ini

Mpumep:
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[CryptoProviders]
Placebo=1

openssl=1l

[placebo]
Module=libplacebo pr.so

IniFile=

[openssl]
Module=libopenssl pr.so

IniFile=openssl pr.ini

5. OtkponTte ansa pegaktnpoBaHusa dann quik.ini n B cekymio [usend_module] nobaBbTe CTpoKYy:

crypto provider ini file=openssl pr.ini

Mpumep:

[usend module]
module=libdwsend.so
name=quiktest
password=gwe
port=15100

crypto provider ini file=openssl pr.ini

4.5 HacTtpounka Pa6bouero mecra QUIK ans
noaknrovyeHnsa no OpenSSL

B nanke Pabouero mecta QUIK HeobxoamnMo co3aaTth nanky «certs», BHYTpU Nanku «certs» nanky
«CA» 1 noMecTuTb B Hee dalnbl cepTndurkaToB KopHeBOro (root.cer) 1 NpoMexXyTouyHOro
YpocTtoBepstowero ueHtpa (mid.cer), nogpobHee cM B .

B nanky Pabouero mecta QUIK ckonupynte Front\OpenSSL_pr_client.ini n3 apxmea, nony4eHHOro
npu obpalleHnn B TexHmndeckyo noaaepxky QUIK.

MNepekntounTte Pabouee mecto QUIK Ha OpenSSL, ncnonb3ysa oamH M3 cneayowmx cnocobos:
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1. BpyuHyio:

B daiine qcrypto.ini no6aBbTe / U3MEHUTE HeAOCTaoLINE CTPOKM NO NpUMEpPY:

[CryptoProviders]
OpenSSL Provider=1

[CryptoProvidersSettings]
CipherCryptoProvider=0OpenSSL Provider

[OpenSSL Provider]
Module=.\OpenSSL Pr.dll
IniFile=.\OpenSSL pr client.ini

B danne OpenSSL_pr_client.ini cekunmn [TLS Connection Settings] nposepbTe
Hanunune HacTponkun «CheckPeerCertificate»:

[TLS Connection Settings]
UsedHandShakeScheme=4

CheckPeerCertificate=1

2. Yepes Pabouee mecto QUIK:

B okHe «HacTpolikn knmeHTckoro mecta» (Cucrema / Hactpoitkn / OCHOBHbIe
HaCTPOMKM...) Bbibepute BkNaaky «lundposaHue» (Mporpamma / WndpoBaHue)

M HaXXMUTE Ha KHOMKY «WndpoeaTb c nomowbio CK3U>».

B oTkpbiBLIEMCS OKHe «KpuNTO-NpoBaiaepbl» HaXMUTE Ha KHOMKY «[106aBUTb HOBbIN»
W 3anonHUTe napaMeTpbl B OKHe «[lobaBneHne KpunTo-nposangepa» criefyowmnm
obpaszom:

«Ha3BaHue» — OpenSSL_Provider;

«Onncanmne» — OpenSSL_Provider;

«®ann ncnonHsgemoro moagyna» — D:\QUIK\Front\OpenSSL_Pr.dll;

«®ann HacTpoek kpunTto-npoBanaepa» — D:\QUIK\Front\OpenSSL_pr_client.ini.

HaxMnTte Ha KHonKy «[1o6aBuUTb>».

B okHe «Kpu